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1.1. nwifinhy TuSuselReiguedintnsin 289§ ldiddnwesnTuSusejrieBuean
Tnsin woigzan (NRCA)
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- AnfiYw Install Certificate

n Certificate

General Detsils  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

# All issuance policies
» All application policies

Issued to: Lao Mational Root Certification Authority

Issuwed by: Lao Mational Root Certification Authority

valid from 1/19/2018 to 1/19/2033

| Install Certificate... l Issuer Statement




- HgRanduaedoiiaciag Certificate Import Wizard gecnj@uun Wivitdd Store

Location fintdsn Current User wofingu Next

+* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.,

Store Location

@ Current User

() Local Machine

To continue, dick Next.

Mext Cancel

- Andend Place all certificates in the following store «aofnyu Browse

€ & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

() automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| | | Browse...

Mext Cancel




- woliaciag Select Certificate Store WirinucSonH Folder Trusted Root

Certification Authorities «Jofindu OK

Select Certificate Store *

Select the certificate store you want to use.

| Personal ~

- tificates are kept.
Trusted Root Certification Authorities
niterprise 1rus 0

| Intermediate Certification Authorities
" Trusted Publishers store, or you can specify a location for
4 1 intricted Certifiratee e
€ >

e based on the type of certificate
[ show physical s re

Cancel

|| Browse. .. I

Mext Cancel

& L* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Trusted Root Certification Authorities

I Browse... I

Mext Cancel




- AnYu Finish

€ L# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imperted after you dick Finish,

‘fou have spedfied the following settings:

Certificate Store Selected by User Trusted Root Certification Autharities
Content Certificate

Cancel

- GyRnluttinngdu OK niufinfigtuSusegredurstanins Ungaano

]

General Detalls  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

« All issuance palicies

Certificate Import Wizard * All application polides

0 The import was successful,

Issued to: Lao National Root Certification Authority

Issued by: Lao National Root Certification Authority

Valid from 1/13/2018 to 1/13/2038

Install Certificate... | Issuer

OK




1.2. nufinh uSusejaeiSuedintnsin 2gjesnwSuselwiSutaintnsingn
%0 (LGCA)
- Ancdegr9srez998378 s LGCA. cer tdadaciunifinilugussiiecsuiein

tnsin.

BALCA cer
B LGCA.cer
B NRECA.cer

- fAnfiYw Install Certificate

General Details  Certification Path

ﬁ_ Certificate Information

This certificate is intended for the following purpose(s):
» All application polices

Issued to: Lao Government Certification Authority
Issued by: Lao Mational Root Certification Authority

valid from 1/19/20128 to 1/19/2025

I Install Certificate... I Issuer Statement

QK




HgRanuaedoiiaciag Certificate Import Wizard gucnj@uun Wivitdd Store

Location fintdsn Current User wofingu Next

+* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

(C) Local Machine

To continue, dick Next.

Mext Cancel

nncIsni Place all certificates in the following store wofinyu Browse

& o* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
i o

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| | l Browse...

Mext Cancel




uotiaciag Select Certificate Store iriiucSsnsi Folder Intermediate

Certification Authorities ofingu OK

Select Certificate Store et

Select the certificate store you want to use,

- Personal ~ tificates are kept.
Trusted Root Certification Authorities

Enterprise Trust

Bf Intermediate Certification Authorities
rusted PuDlishers store, or you can specify a location for

1 Vintrueted Cartifirates e
L 4 > .
e based on the type of certificate
[ 5how physical stores re
Cancel
| I Browse... I
Mext Cancel
|

€ &# Certificate Import Wizard

Certificate Store
Certificate stares are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(@ Place all certificates in the following store

ertificate store:
|Intermediabe Certification Authorities | I Browse... I

Mext Cancel




- AnYu Finish

& L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:
Certificate Store Selected by User Intermediate Certification Authorities
Content Certificate

- @yRnuttinndu OK niufinfigtuSusggaredurstanins UnScdno

R

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
+ All application polices

Certificate Import Wizard

o The import was successful,
Issued to: Lao Government Certification Autherity

Issued by: Lao National Root Certification Authority

Valid from 1/19/2018 to 1/19/2028

Install Certificate...




1.3. nufinhy wSuselaeZueantnsin egjssnuSuselaeSuedintnsinioty
(LCA)
- Ancdigagsezegn)lgts LCA. cer tiadaciuniufindiluguselaiesucecin

tnsin.

B LCA cer
B LGCAcer
B MNRCA.cer

- AnfiYw Install Certificate

n | Certificate =

General petaile Certification Path

ﬂ_ Certificate Information

This certificate is intended for the following purpose(s):
« All application policies

Isswed to: Lao Certification Authority
Issuwed by: Lao Mational Root Certification Authority

Valid from 3/27/2018 to 3/25/2023

I Install Certificate. .. l Issuer Statement




HgRanuaedoiiaciag Certificate Import Wizard gucnj@uun Wivitdd Store

Location fintdsn Current User wofingu Next

o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate stare.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User

(") Local Machine

To continue, dick Mext,

Mext Cancel

nncIsni Place all certificates in the following store wofinyu Browse

& L# Cerificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
HE oo

() automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| | l Browse...

Mext Cancel

10



uotiaciag Select Certificate Store iriiucSsnsi Folder Intermediate

Certification Authorities ofingu OK

Select Certificate Store et

Select the certificate store you want to use,

- Persanal ~ tificates are kept.
| Trusted Root Certification Authorities

| Enterprise Trust

§ll Intermediate Certification Authorities
" Trusted Publishers store, or you can specify a location for

| Intriicted Cartifirates e
< >
e bazed on the type of certificate
[ show physical stares re
Cance!
| I Browse... I
Mext Cancel

€ L# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

ertificate store:
| Intermediate Certification Authorities | I Browse. ..

Mext Cancel




AnYu Finish

€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User Intermediate Certification Authorities
Content Certificate

D9 niuifindu OK nufiniylusSusejrecguardninsingdacdnao

R

General Details  Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):
» Al application policies

Certificate Import Wizard

The import was successful,
o P Issued to: Lao Certification Authority

Issued by: Lao Mational Root Certification Authority

Valid from 3/27/2015 to 3/25/2025

Inztall Certificate. ..

12
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1n «oiggzain (NRCA), eentuSusejaiwiguistantnsiinuinin (LGCA) «as gjeen

uSusegeisuecininsindiotu (LCA)

2.1.nmunongsy WwSusejaiwgustantnsiin 293¢ WiddnmwssnluSusejiecguceian

Insiin «oisgan (NRCA)

Lao National Root Certification Authority

Valid from 19-01-2018 10:00:12 AM
Valid to 19-01-2038 10:00:12 AM
Serial number 556074ff17abaf507fc4b7739acc552b
Subject Key c3fb27cd918139fb9b74a25abcec3ef05d01808c
Identifier
Thumbprint €119dc4fb030ec13eebf70c3eb9cad462ecfe604
Certificate @
| General | Cetails | Certification Path
Shawe: [q.ﬁ.]l::- -
Field Value -
DSubject LA, Ministry of Post and Telec. ..
[=] Public key RSA (2043 Bits)
il
@.ﬁ.uﬂﬂnrity Key Identifier KeylD=c3fb 27 cd 9181 39 f...
gﬁasic Constraints Subject Type=CaA, Path Lengt... |E
gKey Usage Digital Signature, Certificate Si...
D'I'humbprint algorithm shal 0
I'_'Iﬂ‘ll inhnrint 1 19 dr afF b N a- 13 s bF i

c3fb27cd 918139 fb 9b 7432 5a bcec 3e f0 5d 01 80 8¢

Edit Properties... [ Copy to File.. . ]

Learn more about certificate details

13




2.2. nunongsy WwSusggaiwgusiannsiin 2ojgeentuSusgjaiuueantnsin

w0 (LGCA)
Lao Government Certification Authority

Valid from 19-01-2018 10:33:59 AM

Valid to 19-01-2028 10:33:59 AM

Serial number 55605c8d468c938c09b2f33db0814d76

Subject Key Identifier ef13225791489affb6aebfd025724eba7a20a00f
Authority Key c3fb27cd918139fb9b74a25abcec3ef05d01808c
Identifier

Thumbprint 521b0b5ab0b41dfbc294b38c37cdc409ceclfecO

Certificate @
- Details | Certification Path

Show: [‘:.ﬁ.jl:: v]
Field Value o
DSubject LA, Ministry of Post and Telec...
=] Public key RSA (2043 Bits)
.ﬁ.uﬁ'lurity Information Access  [1]Authority Info Access: Acc...
Subjeu:t kKey Identifier ef 13225791489 ffbeae... |_
Autharity Key Identifier KeylD=c3fb 27cd918139f... ||
CF‘.L Distribution Points [1]CRL Distribution Point: Distr... —
Key Usage Digital Signature, Certificate 5i...
mﬂnqir Cnngtraints Suhiert Tune="A Path | ennt =

KeylD=c3 fb 27 cd 9181 39 fb 5b 74 a2 5a bcec 3e fi0 5d 01 30 &8¢

Edit Properties. .. [ Copy to File... ]

Learn mare about certificate details

14



2.3. nMunongsy WwSusggaiwgusiantnsiin 2ojgeenTuSusgjaiuiueantnsin

Hiotd (LCA)
Lao Certification Authority
Valid from 27-03-2018 11:35:30 AM
Valid to 26-03-2028 11:35:30 AM
Serial number 55607a89d8ccda6db0908ace994317f4
Subject Key 413e8e19bc893499ebchd3533¢214092¢8d99a7f
Identifier
Authority Key c3fb27cd918139fb9b74a25abcec3ef05d01808c
Identifier
Thumbprint cbb094389e18c830b049¢c221b3e7b6b4d007¢302

Certificate @ I

- Details | Certification Path

Showe: [«:A]I:b v]
Field Value o
= Public key RSA (2048 Bits)
@Auﬁmrity Information Access  [1]Autharity Info Access: Acc...

i) subject Key Identifier 413e 82 19bc89 3999 eb cb...

Authority Key Identifier KeylD=c3fb 27 cd 9181 39 f...
@CF‘.L Distribution Paints [1]CRL Distribution Point: Distr... ‘E ‘
@KEY Usage Digital Signature, Certificate Si... |
gﬁasic Constraints Subject Type=CA, Path Lengt...
I'_']THI imhinrint alnnrithm chai =

KeyID=c3 fb 27cd 9181 39 th 9b 7452 5a bcec 3e fO 5d 0180 8¢

Edit Properties. .. [ Copy to File... ]

Learn more about certificate details

15



